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results show that the proposed protocol significantly enhances computational 
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dimensional keys. The practical implications of this work include improved secure 
communications in distributed systems and potential applications in fields requiring 
robust cryptographic methods, such as cybersecurity, data protection, and secure 
communications in IoT networks. 
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The study demonstrated that isomorphic representations of permutation 
matrices not only provide high cryptographic strength but also significantly 
accelerate computational processes, which is critical for applications requiring real-
time processing of large data volumes. The verification of the proposed methods 
confirms their effectiveness and reliability in various usage scenarios. 

Keywords: cooperative secret key agreement protocol, matrix models, 
isomorphic permutation keys, cryptograms, cryptographic transformation 
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БАГАТОСТОРОННІЙ ПРОТОКОЛ ДЛЯ УЗГОДЖЕННЯ 

СПІЛЬНИХ СЕКРЕТНИХ ПЕРЕСТАНОВОК-КЛЮЧІВ 

ЗНАЧНОГО РОЗМІРУ З ЇХ ІЗОМОРФНИМИ 

ПРЕДСТАВЛЕННЯМИ 

 
Анотація. Розглядаються процеси генерування матриць перестановок 

значної розмірності та їх матричних степенів, у тому числі в їх нових 
ізоморфних просторах, їх особливості та переваги для моделювання протоколу 
узгодження групою учасників головного кооперативного секретного ключа-
перестановки. Запропоновано операції багатократних перестановок замість 
піднесення відповідних їм матриць перестановок у степені, що є базовими 
процедурами пропонованого кооперативного протоколу узгодження 
спільного секретного ключа-перестановки, який формується і передається у 
його ізоморфному представленні. Верифіковано запропоновані прискорені 
методи піднесення перестановок у значні степені.  

Наведені результати моделювання кооперативного протоколу узгодження 
секретного ключа-перестановки в цілому, його алгоритмічних кроків, опера-
цій, що продемонстрували адекватність та переваги ізоморфних представлень 
для опису та процесів функціонування матричних моделей та запропонованого 
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протоколу. Додатково, результати показують, що запропонований протокол 
значно покращує обчислювальну ефективність та безпеку, ефективно 
запобігаючи атакам перебором навіть при використанні ключів високої 
розмірності. Практичні імплікації цієї роботи включають підвищення безпеки 
комунікацій у розподілених системах та потенційні застосування в галузях, що 
потребують надійних криптографічних методів, таких як кібербезпека, захист 
даних та безпечні комунікації в мережах IoT. 

Дослідження продемонструвало, що ізоморфні представлення матрич-
них перестановок не тільки забезпечують високу криптографічну стійкість, 
але й дозволяють значно прискорити обчислювальні процеси, що є критичним 
для застосувань, які потребують обробки великих обсягів даних у реальному 
часі. Верифікація запропонованих методів підтверджує їхню ефективність та 
надійність у різних сценаріях використання.  

Ключові слова: кооперативний протокол узгодження секретного 
ключа, матричні моделі, ізоморфні ключі-перестановки, криптограми, крипто-
графічне перетворення. 

 
Introduction. In the era of the information society and mass electronic 

communications, with the widespread use of information technologies (IT), the 
constant increase in information flow volumes, their significance, and the necessary 
resilience to potential threats, cryptographic systems hold an important place among 
the many different technologies, methods, and means of information protection, as 
they most reliably protect information objects (IO). Over the past two to three 
decades, the proportion of specific text and graphics documents (TGD) in the form 
of digital, tabular data, drawings, graphs, diagrams, signatures, visas, resolutions, 
etc., which are large-dimensional images that need to be transmitted secretly, has 
significantly increased. Many of them contain information with restricted or closed 
access, which must be provided as reports to government authorities and certified 
with digital signatures. Most of the methods and means of cryptographic 
transformations (CT) of information arrays and images are oriented toward the 
sequential scalar processing of TGD blocks, converted into digital formats. One of 
the key issues in the application of cryptography and steganography is the processes 
(protocols) of agreeing on common secret keys or a series of derived sub-keys. 
However, most protocols, such as Diffie-Hellman, MTI, STS, etc., as well as most 
methods of cryptographic transformations of IO, are oriented toward purely scalar 
keys and sequential block processing. Even for symmetric, widely used algorithms 
(based on the current AES, IDEA standard, etc.), typical block and key lengths are 
256-1024 bits, although for some exceptional ciphers like FEAL, RC6, and other 
modern modifications of a wide range of known ciphers, these lengths are limited to 
1024-2048 bits [1]. The transition from scalar data formats in known systems to 
more appropriate and natural matrix-tensor formats has intensified the search for 
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new matrix-algebraic models (MAM) of cryptographic transformations of 2D (3D) 
arrays, images. The pace of development of cryptanalysis methods and 
computational tools prompts the increase of key lengths (KL), making the search for 
new concepts oriented toward parallel matrix processors and matrix-type models 
(MT) relevant. Based on matrix-algebraic models, a new class of matrix-type 
cryptosystems (MTC) has emerged [2- 5]. In response to the increasing complexity 
of the tasks being solved and the amount of information, which more often need to 
be processed in real-time, the creation of high-performance parallel matrix or 
multiprocessor computers and algorithms has led to a series of modifications of 
known CT algorithms and the creation of corresponding matrix-type (MT) models 
[6-11]. The advantages of such cryptosystems based on matrix-algebraic models, 
identified in these works, have intensified research on matrix-algebraic models and 
led to publications [6-10] demonstrating a range of new improvements and 
proposing extensions of their effective application areas.  

Analysis of Recent Research and Publications. Matrix affine and affine-
permutation ciphers (MAPC) based on new advanced matrix-algebraic models have 
been studied and used for cryptographic transformations (CT) of images, creating 
enhanced electronic digital signatures [11-15], for masking (hiding) images and 
video files [16-19], and for generating necessary streams of secret matrix keys of 
various types [20-21]. The use of the proposed matrix approach and matrix-algebraic 
models has enabled the creation of block [7], parametric [9], and multipage [10] 
cryptographic models with increased cryptographic strength [10] for 2D arrays, 
black-and-white, and color images, and to check the integrity of cryptograms and 
the presence of distortions [5, 6, 8]. The functioning of all such matrix-algebraic 
models has been confirmed by simulation modeling, demonstrating the advantages 
of such models and algorithms: expanded functional capabilities and better 
performance in their hardware implementations on matrix processors.  

These facts indicate that traditional processes (protocols) for electronically 
agreeing on common secret keys [22], or a series of derived sub-keys, should be 
adapted to new challenges [23-25], including matrix-type cryptosystems [24, 26, 27]. 
For practically all known algorithms and ciphers, including newly developed ones 
[5-14], bit, byte, or group permutation procedures are the most common and 
mandatory. One of the main components of generalized multi-step matrix affine-
permutation ciphers is the matrix permutation models (MPM) [3, 5, 6], which have 
visual simplicity. The modified matrix permutation models with bit-slice 
decomposition proposed in [27] eliminates the shortcomings of simple MPM but 
requires two matrix keys (MK) and two vector keys (VK).  

The implementation of all the above-mentioned matrix models (MM) requires 
specific keys in the form of two-dimensional arrays (images). The need for CT over 
large-dimensional multi-dimensional IO, images, also necessitates not only matrix-
algebraic models of CT but also secret matrix keys (MK) [27, 28]. Further 
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improvements of MM CT for encrypting multi-dimensional signals, multi-spectral 
images of various physical and aerospace objects, require homogeneous secret 
matrix keys consistent with their structure, such as matrices (images) [28, 29]. 
Similar MK are needed for the modified MM CT with cryptogram integrity 
verification [6]. Additionally, these MK for such MM must account for the specifics 
and structure of formats and extensions characteristic of black-and-white multi-
gradation, color, and multi-spectral images. 

Problem Statement. In 2009, for matrix keys of the 1st type in the form of a 
random (noisy) image, a generalization of the Diffie-Hellman protocol to the matrix 
case and a method for forming images matrix keys were proposed (MK_I). The 
improvement of such matrix protocols through the application of enhanced methods 
for organizing accelerated computations based on parallel matrix logic is addressed 
in works [26, 27], where the advantages of multi-step, multi-stage protocols for 
agreeing on a secret MK were confirmed by model experiments. For matrix affine 
and affine-permutation ciphers, in addition to such MK, it is also necessary to have 
matrix keys of the 2nd type, namely, a set of binary permutation matrices [3, 6, 26, 
27], here denoted as MK_P. The issues of their formation and application were 
partially addressed in [3, 6, 26], and only in [28] was a protocol for agreeing on MK 
of the MK_P type proposed. However, it did not consider protocols for cases of 
agreeing on an MK_P that would be common to all group members, i.e., situations 
where participants wish to create their cooperative group MK_P. 

 Unlike the protocols in [26, 27], a so-called cooperative protocol was 
considered in [29], but it was related to MK_I. It is known from [6, 8] that generating 
a series of permutation keys (MK_P type) derived from a main matrix key (MMK_P 
with significantly increased dimensions) successfully addresses the problem of 
resilience. Therefore, the task of agreeing on a large-dimensional secret main key 
(MK_P type), specifically cooperative for group participants, is relevant and 
important. The aim of this work is to develop, model, and study a cryptographic 
cooperative protocol for agreeing on a common secret MK_P for matrix-algebraic 
models CT, based on the application of new isomorphic representations of MK_P 
and the analysis of protocol procedures. 

Presentation of Main Results. In our first experiment, the MK_P was a 
bitwise square matrix (PSAB) with dimensions of 256x256 elements. The simulation 
of the protocol for the case of raising MK_P to random powers, known only to the 
parties involved in the exchange (two for clarity), is shown in Figure 1. Even 
knowing the MK_P—basis, given the significant complexity of the permutation set 
(N! = 256!, where N is the dimension of MK_P), does not allow the key to be 
discovered without intercepting both MK_Ps created by the parties. 

If the input message is represented as a vector with elements from a chosen 
range, permutation matrices and vector-matrix procedures can be used to rearrange 
the components of the vector. By multiplying the matrix corresponding to the 
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explicit input image on the left and right by the appropriate permutation matrices, 
the columns and rows of such a matrix are mixed accordingly. This representation 
of permutation ciphers does not ensure the maximum possible number of 
permutations, as the elements of rows or columns are shuffled according to the same 
rules. Permutations can be described by other models as well [1], but in our opinion, 
the most convenient and adequate for describing cryptographic transformations of 
images by permuting their pixels are matrix models of the type 
SPXY=KPX·SI·KPY, where SI is the input message matrix of a given dimension, 
and KPX and KPY are square permutation matrices along one and the other 
coordinate respectively, with dimensions consistent with the number of rows and 
columns. The basis of these models consists of permutation matrices P, which are 
matrices where each column and each row contains only one element equal to 1, and 
all other elements are 0 [9, 11]. The cardinality of the set of all possible P matrices 
of dimension k×k is estimated by the value K = f(k) = k!.  

 

 
Fig. 1 Fragment of the Mathcad window showing the verification of the 

modified Diffie-Hellman protocol for the case of raising MK_P to powers (537 and 
523), used as the basis. The basis (256x256 PSAB matrix), intermediate MK_Ps 
(ABK, BAK) exchanged between the parties, and the resulting keys (KLAB, 
KLBA), which are identical, are displayed. 

 
In the second experiment, the MK_P was a bitwise square matrix with N*N 

elements ("0" or "1"), where N=2^16, which increased the complexity of the 
permutation set to (65536!). Thus, any permutation of length 65536 (a 65536×65536 
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bitwise matrix) can be uniquely isomorphically represented by two matrices of size 
256x256, with elements taking values in the range 0-255. The Mathcad window with 
the module for generating the base (main) MK_P (MMK_P) and the appearance of 
its components KeyA and KeyB (two halftone images) is shown in Figure 2. The 
software module (Mathcad copies) that implements the iterative permutation 
procedure in MK_P, isomorphic to raising the permutation matrix to the required 
power, is shown in Figure 3. Similar modules were used for all step-by-step 
procedures in the simulation of the cooperative protocol. 

 

 
Fig. 2 Software module for generating the base (main) MK_P and the 

appearance of its two components, KeyA and KeyB, in the format of two black-and-
white images (Mathcad window). 

 

 
Fig. 3 Software modules (copies from Mathcad) illustrating the iterative 

permutation procedure in MK_P, isomorphic to raising the permutation matrix to 
the required power by party 𝑥 (Alice). 



  

        № 6(34) 

           2024 

 

 
 
 

 
 696 

  

Raising permutation matrices MK_P (N*N binary, where N= 216 ) is 
equivalently replaced by fast permutations, which can be further accelerated at 
significant powers by using a certain basic set of fixed (fixed powers of MMK_P) 
and specific sequences. We verified the adequacy of the accelerated algorithms for 
isomorphic formation of matrix permutation powers through modeling. For this 
purpose, bitwise matrices raised to a matrix power were compared with matrices 
obtained through fast permutations after being converted to their isomorphic form. 
The results of modeling the cooperative protocol for the case of three parties are 
shown in Figures 4-7. The protocol is executed as follows. 

 

 
Fig. 4 Mathcad window with the selected large-dimensional MK_P, 

isomorphically represented by two components (KeyA, KeyB) in digital and visual 
forms (left), and the software module for multiple permutations (right). 

 
Each party x, y, z (Alice, Bob, David) selects a common MK_P as the basis, 

isomorphically represented by its components (KeyA, KeyB), and follows a 
sequential exchange of the intermediate MK_Ps formed at each step. These 
intermediate MK_Ps are created as powers of the basis, depending on the chosen 
secret identifiers-numbers: Alice_x, Bob_y, David_z, using the permutation 
software modules described and shown in Figures 3-4. Each party, in the first step, 
raises the isomorphic MMK_P to their chosen secret power, which is typically a 
large pseudorandom number of the order of typical values used today in 
cryptography to significantly increase the computational complexity in brute-force 
attacks on one-way functions. After this, each party sends the new MK_P to the other 
party along the chosen transmission path.  
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Fig. 5 Scheme of partial key exchange between participants. 
 
To generate a common encryption key, users independently form an 

asymmetric key pair based on the common parameters of the chosen cryptosystem, 
and then by exchanging them, they form a shared secret key. Specifically, each 
participant, responding to another participant's request, raises the matrix P to the 
power of their chosen secret key and returns the result. This process must be repeated 
exactly N-1 times; if there are more requests, a Man-in-the-Middle attack may be 
occurring, and the connection should be terminated. After the final request, each 
participant multiplies the key by their own private key, thereby forming the shared 
symmetric encryption key. [25] 

 

 
Fig. 6 Fragments of the Mathcad window for modeling the processes of 

forming the secret MK_P by three parties (Alice, Bob, David): modules for 
permutations, appearance of the keys. 
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Fig. 6 Copy of the Mathcad window showing the equal secret MK_P keys 

formed by the three parties, presented as their two isomorphic components. 
 
The formed MK_P (two matrices of 256x256 bytes) are transmitted by each 

party to their neighbors along the path, and then the received MK_Ps are raised again 
to their respective powers, as shown in Figures 5-7. All protocol actions are 
performed with the isomorphic form of MK_P, not with scalars. The parties do not 
know the identifiers (powers) of the other parties, but the secret MK_P 
(isomorphically represented as two images) key they obtain is identical for all group 
participants. Thus, the result of the protocol is identical keys, a secret MK_P, whose 
equality is evident (Figure 6) and ensured for all n parties without knowing each 
other's identifiers. The correctness of the protocol's operation is confirmed by the 
simulation results in Mathcad. An analysis of resilience, considering the complexity 
of the set of large-dimensional MK_Ps generated by this protocol, showed the 
impossibility of attacks, as for N=216, this complexity is estimated to be (216)!. 

Conclusions. The modeling of the protocol for agreeing on a cooperative 
secret large-dimensional permutation key has been completed, confirming its correct 
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operation and the adequacy of the algorithmic steps and methods for forming the 
intermediate and final MK_P. The algorithms for accelerated exponentiation of 
permutation matrices while preserving their isomorphic representations have been 
verified, demonstrating their advantages. 
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